2018 JSAC Workshop
Synopsis of Classes

Course Title Special Programs Update

Speaker Doug Edwards, Contractor SAP Security Working Group (CSSWG)

Synopsis This unclassified workshop will assist collateral security practitioners in understanding the
Special Access Programs (SAP) Community as it relates to security policy standards including
physical, personnel and information security. This presentation will discuss the latest policies
and information being disseminated by the SAP Community members through each of the
CSSWG focus groups and how these policies are implemented to industry. The workshop is
designed to generate stimulating discussion and questions. The purpose of CSSWG is to
provide a collaborative environment which will enhance security management’s ability to
support SAP level activities by fostering the highest qualities of professionalism amongst its
members, and by providing mutual assistance through shared knowledge, experience and
resources. Through annual membership meetings, subject oriented committees and focus
groups, aligned with government agencies (Air Force, Army, DARPA, MDA, Navy) and security
professionals, CSSWG provides a forum for the exchange of information, practices and
procedures used in implementing SAP activities within industry. CSSWG continues to seek
increased membership to facilitate the exchange of strategic information between both
industry and government.

Course Title Insider Threat Program

Speaker DSS and Chuck Nelson, Lockheed Martin

Synopsis The joint DSS/Industry Insider Threat briefing will provide an overview of the requirements,
implementation status and tools for building an Insider Threat Program. In addition,
Lockheed Martin, a recognized expert in this area will provide an overview of their Insider
threat detection program, best practices and lessons learned.

Course Title Spunk and Spunk Lite

Speaker Robert Walker, Splunk and David Parrish, Lockheed Martin

Synopsis e Overview of Enterprise Splunk
e Splunk and Compliance

o RMF
o DFARS
e Technical Demonstration of Splunk Enterprise

Course Title New FSO

Speaker Jane Dinkel, Lockheed Martin

Synopsis This workshop will discuss key elements to establishing an effective Security Program and

being and effective FSO, beyond compliance requirements. What does an FSO need to know
and do to establish/build an effective security program. The primary audience should be
NEW FSOs who may be struggling with “what now?”




Course Title DISS

Speaker Jeremy Wendell, Northrop Grumman Company

Synopsis Did you ever think the Joint Personnel Adjudication System (JPAS) would be replaced? Well
the time has arrived! DISS implementation is right around the corner.
What is DISS? DISS is the Defense Information System for Security and will be the
replacement for JPAS-Joint Personnel Adjudication System. DISS it will be a family-of-
systems (FoS) solution comprising two components: the Joint Verification System (JVS) and
the Case Adjudication Tracking System (CATS). Together, these systems will manage the
adjudication process for security clearances and suitability determinations for all
Department of Defense (DoD) employees, military personnel, civilians, and contractors.

Course Title NISP Contracts Classification System (NCCS)

Speaker Lisa Gearhart, NCCS PM, and Heather Dunn, Lockheed Martin

Synopsis A review of the current functionalities for the National Industrial Security Program Contracts
Classification System (NCCS) capabilities for Industry.

Course Title Creating a Customer-Focused Culture

Speaker Susan Turner, Lockheed Martin

Synopsis Strong, positive and enduring relationships with customers are the lifeblood of every
company. In this highly dynamic time where companies are competing fiercely to attract and
sustain a solid customer base, it is critical that we do a better job of listening and responding
to our customers' needs. The companies that choose to become agile and purpose-driven
partners with their customers are the ones that will outpace their competition in today's
experience driven culture. Join us as we explore concrete actions your organization can take
to bring about positive change with your customers.

Course Title PSMO-I Update

Speaker Ivory Lawrence and Mike Ray, DSS, and Jeremy Wendell, Northrop Grumman Company

Synopsis The PSMO-I briefing of Personnel Security Updates will provide an overview of the
functions of PSMO-I to include PSI-I execution, RRUs, Incident Reports, Continuous
Evaluation and a DISS update. Included in the brief will be information security
professionals will be able to utilize in support of their job duties.

Course Title Computer Vulnerabilities / People Vulnerabilities

Speaker Bob Koepke, Raytheon Company

Synopsis The briefing “Computer Vulnerabilities / People Vulnerabilities” is targeted to anyone that

uses technology in their everyday lives — basically everyone. This revised briefing is now
more focused on how people’s actions and reactions can amplify the damage caused by a
computer security breach or shortcoming. Everything from vulnerabilities in air travel, hotel
security, credit card security, public kiosk computer risks, identity theft and risky online
services are covered. Some perceived threats that have become overstated in recent years
are also covered.




